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Self reported positions are a cornerstone of MCS
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Self reported positions are a cornerstone of MCS
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SHIP-TO-SHIP AIS

A new set of eyes for vessel activity

O Ship to shore
O Ship to satellite
O Ship-to-ship
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Map Tagged vessels @ Help A Notifications v  Settings  Moritz v

Analysis: All activity v Time: 24 Mar 2023, 00:00 - 31 Mar 2023, 23:59 UTC v = Add filter
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Vietnam: 69% of vessels only ship-to-ship

PO Envgy _— Vietnam

SHIP-TO-SHIP AIS
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More small vessels
observed than by
satellite.
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CSIRO

Voyage Data Recorder

e Low cost (~USD 800)

e Receives data from ship GPS
and AIS receiver;

e Compressed data pushedto a
secure server via ship’s WiFi or
4G;

e (an beinstalled by the ship’s
engineer or technician.

Additional functionality:
e Ingest ship’s navigation radar
to merge targets with AlS.

AlS targets
received by a small
yacht over 28 days

Data logger is built
from a Raspberry Pi
microcomputer and
Actisense NDC-5
Multiplexer.



SHIP-TO-SHIP AIS

Small craft (Class B)
transmissions are often not picked
up by satellites.

Up to 70% vessels only detected by

ship-to-ship AlS in some areas.

CSIRO’s system can increase AIS
harvest in areas not regularly
traversed by global shipping
vessels.

Provides previously unseen
activity, allowing updates of
estimates of fishing effort and
carbon footprint.

Need a way to deal with ephemeral
detections: E.g., how to count them
for fishing effort and carbon
footprint estimation
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AIS transmitting fishing buoys
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AIS transmitting fishing buoys

Analysis results

Summary
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AIS transmitting fishing buoys

11 vessels and buoys selected

Longlining hugging the Somalia EEZ

Vessel stops AlS, but buoys deployed
inside EEZ
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11 vessels and buoys selected

AIS transmitting fishing buoys

Longlining hugging the Somalia EEZ

Vessel stops AlS, but buoys deployed
inside EEZ

AlS outage is suspicious, but no proof
for illegal activity.
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Map Tagged vessels © Help A Notificationsv  Settings  Moritz v
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AIS transmitting fishing buoys

10 vessels and buoys selected @ v

Summary:

Advanced buoy classification
algorithm declutters AIS data,
streamlines other analytics.

Additional tool for ‘dark vessel’
detection.
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Time: 1Jun 2023, 00:00 - 31Jul 2023, 23:59 UTC v Area: Vessels in Marshall Islands EEZ v = Add

[ 100km

Eoiea s — 4| searchvessels
19881N, 1656956 €

Tracking non-reporting AIS vessels

Vessels often transmit on AIS without
providing valid location data.

Common scenarios:
1. Unavailable GPS - 181/91
2. Fixed positions - null island 0/0
3. Spoofed positions '

How can we calculate where the vessel
Is actually located when the AIS AIS track of longliner over 2-month period:

messages don't contain valid positions? June - Vessel/buoy normal transmissions
July - Vessel dark (unavailable & fixed positions)

< 18 Jun 2023, 00:00 >
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Tracking non-reporting AIS vessels

Vessels often transmit on AIS without
providing valid location data

Common scenarios:
1. Unavailable positions (GPS 181/91)
2. Fixed positions (null island 0/0)
3. Spoofed positions

How can we calculate where the vessel
is actually located when the AIS
messages don't contain valid positions?

AIS track of longliner over 2-month period:
Jun: Vessel & buoy normal transmissions
Jul: Vessel went dark (unavailable & fixed

pos) ErrrTs
1Jun 5Jun 9

Jun 13Jun 17Jun 21Jun 25 Jun 29 Jun 3Jul TJul Jul 15 Jul 19 Jul 23 Jul 27 Jul
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Spire Position Validation (PV)

PV geolocates the source of an AlS
signal by analysing the doppler shifts
measured at the satellite receivers

SLC601-07100%

PV measurement is independent of the
contents of the AIS message

In order to work it needs to receive the
same AIS message at 5 separate
satellites in the Spire constellation

AIS tracks of longliner within Marshall
Islands EEZ when both vessel and buoys

were transmitting GPS locations on AIS
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Spire Position Validation (PV)
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Case 1: Valid AIS transmissions

d unknown

SLC601-0197¢

Unknown, Buoy,
MMSI: 991260101

Spire PV estimates of the signal source
match closely with the coordinates
provided in the AIS messages

SLC601-06100%
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SLC601-0610! & swenuANCHENG61 [ ”
Unknown, Buoy, ] o
MMS: 991260106

~2,000 PV measurements collected over

SHENLIANCHENG601

a 16-day period in June 2023 = e

- Longliner,

Results provide confidence in the
accuracy of the PV product
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Spire Position Validation (PV)
Case 2: AIS data with incorrect locations

Vessel is dark on AIS, sending unavailable
(181/91) or fixed (0/0) coordinates

~2,500 PV measurements collected
PV results correlate with buoys and VMS
Vessel can still be detected and tracked

from space despite not transmitting its
location on AIS
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AlS spoofing

Dark vessel detection is the search for
vessels that are not reporting on AIS/VMS

We find dark vessels using SAR, RF &
optical satellite sensors

Spoofing vessels intentionally transmit
false AIS coordinates to hide their location

For our spoofing approach we use “inverse
dark vessel detection” to find vessels that
are on AIS but are not in satellite data

Anal rity risk v Time
= G
vessel selecte
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667001653
9234654

21Aug

Large tanker vessel
transmitting normally
on AIS off the west
coast of Africa

<23 Aug 2022,14:00 >
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Map Tagged vessels @ Help A Notifications v Settings ~ Andr

Analysis: All activity v Time: 19 Aug 2022, 00:00 - 25 Aug 2022,23:59 UTC v Area: On screen v = Add filter
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tails as at 23 Aug 2022, 05:00

SEA CREDENCE

We analysed a SAR image that intersects ’
with the AIS track of the tanker vessel

Bahamas, Cargo,
MMSI: 311076700, IMO: 87549

SEA CREDENCE

Orientation d unknown

ECLIPSEZ

Panama, Towir

SAR image contains:

Orientation 5°, Speed 1.5kn

6 Total detections i

MMSI: 311010200, IMO: 9077800 " z

6 Matched AIS vessels L s

Singa

0 Dark vessels

0.70!
tation 24

But the BEYOND tanker vessel is not one
of the 6 detections
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AlS spoofing

3 vessels transmitting on AIS within the
SAR footprint do not appear in the image

All are large >300m tanker vessels that
would generate a large radar reflection

Vessels must be spoofing their location
Future plans:

e Extend approach to fishing vessels
e Use Spire PV to find spoofing vessels

xxxxxx

Spoofing Tanker

vvvvv



Summar

Advanced AIS data and analytics are a powerful component of comprehensive
MCS

Incoming data sources Automated analysis and Identify vessels of interest
expert insights
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See us at the table outside
for further discussion.

Moritz Lehmann Andrew Middleditch
moritz@starboard.nz andrew@starboard.nz
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Finding a vessel of interest ...

: Fishing v a = Add filter
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... and telling someone about it.

Analysis: Fishing v Time: 18 Nov 2022, 00:00 - 21 Nov 2022,23:59 UTC v  Area: On screen v = Add filter

Show other v

5 measurements / ‘ ; .

1vessel selected

SUN FLOWER7

Overview  Track history

Details as at 18 Nov 2022, 20:10 W Potential FAD deployment SUN FLOWER 7

® 2tags Add/remove tags FAD deployment behaviour in November

® Group Owner: JI SUNG SHIPPING X| 2022:

@ Potential FAD deployment (32 https://app.starboard.nz/?
aoi=0&cente...63%5D%7D%7D%5D

Location 0.7805 S, 169.6666 W Edit Delete

Orientation: 1007 Edited by Andy Hovey

Speed Ti2kn 6 Jun 2023, 23:01

Flag South Korea *®:
Type Cargo - Fish carrier View 8 vessels with tag on map

MMSI 441034000

Remove tag from vessel

Open vessel report Actions v
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